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ABSTRACT:
The important subtask of intrusion detection is Alert aggregation. Protecting our data in the internet is a great risk.
Intruders and hackers make an attempt to grab our data. Intrusion detection is an emerging technology to identify
unauthorized users and to cluster different alerts produced by low-level intrusion detection systems firewalls. The
relevant information whereas the amount of data can be reduced substantially by Meta-alters which can be generated
for the clusters. At a certain point in time which has been initiated by an attacker is belonging to a specific hacking
attack instance. For communication within a distributed intrusion detection system the meta-alerts may be the basis
for reporting to security experts. In this paper, for online alert aggregation we propose a novel technique which is
based on a dynamic and probabilistic model of current attack situation. For the estimation of the model parameters,
it can be regarded as a data stream version of a maximum likelihood approach. The first alerts belonging to a new
attack instance are generated with meta-alerts with a delay of typically only a few seconds. In this paper, to achieve
reduction rates while the number of missing meta-alerts is extremely low can be possible with the three benchmark
data sets are demonstrated.
Keywords: Hacking attack, Meta-alters, Intrusion detection, Alert aggregation.

INTRODUCTION:
The virtual private networks, authentication
mechanisms, and encryption techniques are
the other protective measures besides
Intrusion detection systems (IDS), and are
very important to guarantee information
security. Protecting our data in the internet is
a great risk. Intruders and hackers make an
attempt to grab our data. By detecting the
actions of attackers or attack tools in a
network or host-based manner with misuse or
anomaly detection techniques the IDS helps
to defend against the various threats to which

networks and hosts are exposed to. At
present, by evaluating TCP/IP connections or
log files, the suspicious actions are detected
by most IDS which are quite reliable. If once
IDS find a suspicious action, then it
immediately creates an alert. IDS do not
distinguish between different attack instances
but they usually focus on detecting attack
types. Thousands of network packets or log
file entries are inspected, if even low rates of
false alerts could easily result in a high total
number of false alerts.
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The occurrence of an attack of a particular
type that has been launched by a specific
attacker at a certain point in time as the
intrusive actions caused by a single attack
instance which are often spread over many
network connections, and a single attack
instance often results in hundreds or even
thousands of alerts. The IDS creates many
alerts at a low level of abstraction as a
consequence. The flood of alerts, and
decisions that follow from single alerts might
be wrong with a relatively high probability it
is extremely difficult for a human security
expert to inspect. In this paper, without losing
any important information which is necessary
to identify ongoing attack instances
substantially we has to reduce the amount of
alerts is our main goal. At any point in time
the IDS should “know” what is going on in
its environment regarding attack instances
and attackers if perfect IDS should be
situation-aware in the sense.
In this paper, by introducing and evaluating a
new technique for alert aggregation we make
an important step towards the goal. We
accept false or redundant meta-alerts to a
certain degree in turn if we want to have no
missing meta-alerts. Alerts may originate
from low-level IDS such as those mentioned
above, from firewalls etc. The current
solutions are typically based on a quite
simple sorting of alerts, as this problem is not
new, according to their source, destination,
and attack type. Uncertainty with respect to
the source of the attack due to spoofed IP
addresses or the presence of classification
errors of the low-level IDS or wrongly
adjusted time in windows are under real
conditions, for instance, such an approach
fails quite often. The distinct properties of
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our approach are: Using probabilistic
methods the generative modeling approach is
used.
Using
approximate
maximum
likelihood parameter estimation, the attack
instances can be regarded as random
processes “producing” alerts, which we aim
at modeling these processes. Thus, the
completion of attack instances can be
detected. Each observed alert is processed
only a few times is data stream approach.
RELATED WORK:
To detect attacks with high accuracy the
existing IDS are optimized. However, the
IDS have been outlined in a number of
publications as it has various disadvantages
and a lot of work has been done to analyze
IDS in order to direct future research.
Besides others, the large amount of alerts
produced is the one main drawback. The
correlation of alerts from IDS focuses on the
recent research. All approaches outlined in
the following present either online algorithms
or as we see it if not stated otherwise, can
easily be extended to an online version. The
attack thread reconstruction is the one step
presented correlation approach, which can be
seen as a kind of attack instance recognition.
A strict sorting of alerts within a temporal
window of fixed length according to the
source, destination, and attack classification
is used but no clustering algorithm is used.
Alerts that share the same quadruple of
source and destination address as well as
source and destination port is used to
eliminate duplicates. In order to provide a
more condensed view of the current attack
situation, the alerts are aggregated into
predefined clusters.
A group of alerts belong to alert clustering or
even though the same attack occurrence is
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used called clustering and there is no
clustering algorithm in a classic sense. A
similarity relation which is based on expert
rules is used to group similar alerts together
as the alerts from one IDS are stored in a
relational database. For instance, with
imperfect classifiers as two alerts are defined
to be similar as these approaches are likely to
fail under real-life conditions, with false
alerts or wrongly adjusted time windows. A
weighted, attribute-wise similarity operator is
used to decide whether to fuse two alerts or
not when another approach to alert
correlation is presented in. However, this
approach suffers from the high number of
parameters that need to be set. The first,
quite simple one groups alerts according to
their source IP address only. The different
supervised learning techniques are based on
the other two approaches. Labeled training
data need to be generated which could be
quite difficult in case of various attack
instances due to the supervised nature. In
many other approaches to alert correlation as
described so far has the same or quite similar
techniques, especially in the field of intrusion
scenario detection.
An offline clustering solution based on the
CURE algorithm is presented and solution is
restricted to numerical and cluster attributes.
A repeatedly fuse alerts into more
generalized ones is used by a link-based
clustering approach. The attribute-oriented
induction algorithm is forced “to find large
clusters” as the only root causes that are
responsible for a majority of alerts are of
interest and as the alert load can thus be
reduced at most. A small number of alerts are
likely to be ignored completely as a result of
attack instances. The algorithm can only be
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used in an offline setting and is intended to
analyze historical alert logs as the main
difference to our approach. To reduce the
amount of created alerts the created cluster
structure is used as a filter. A completely
different clustering approach is presented.
The reconstruction error of an auto associator
neural network (AA-NN) is used to
distinguish different types of alerts. The same
reconstruction error are put into the same
cluster as they yield alters. An offline
training phase and training data are needed to
train the AA-NN as the approach can be
applied online, but to manually adjust
intervals for the reconstruction error that
determine which alerts are clustered together.
ONLINE ALERT AGGREGATION
TECHNIQUE:
Online aggregation alert is trivial change,
over the offline alert. At each point in time
based on a probabilistic model of the current
situation our new alert aggregation approach
is used. We start with a short sketch of our
intrusion framework to outline the
preconditions and objectives of alert
aggregation. The generation of alerts and the
alert format are briefly described. The alerts
are clustered systematically and grouped
continuously. For offline alert aggregation
which is basically a parameter estimation
technique for the probabilistic model we
continue with a new clustering algorithm. An
offline method to an algorithm is extended by
online alert aggregation which is applied by
the data stream clustering. Finally, we make
some remarks on the generation of metaalerts. Collaborating Intrusion Detection
Agents: The network and the host on which
the agent resides are provided by the
interface of sensor layer. The filter incoming
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data, and extract interesting and potentially
valuable information which the sensors
acquire raw data from both the network and
the host, are needed to construct an
appropriate event. The alert aggregation
module has to combine alerts that are
assumed to belong to a specific attack
instance at the alert processing layer. Thus,
so called meta-alerts are generated. Scenario
detection or decentralized alert correlation
are used or enhanced by meta-alerts in
various ways. An important task of the
reaction layer is reporting. In this paper we
want to have a minimal number of missing
meta-alerts, with the alert aggregation
module on which we focus and we accept
some false meta alerts and redundant metaalerts in turn.
PROPOSED SYSTEM:
In this proposed system, by introducing and
evaluating a new technique for alert
aggregation we make an important step
toward the goal. Alerts may originate from
low-level IDS such as those mentioned
above, from firewalls etc. Without losing any
important information which is necessary to
identify
ongoing
attack
instances
substantially to reduce the amount of alerts is
the main goal. To model the current attack
situation we use an online approach. A filter
is used to reduce the amount of created alerts.
Only a few times each observed alert is
processed. Under harsh timing constraints it
can be applied online. The algorithm can
only be used in an offline setting and is
intended to analyze historical alert logs is the
main difference to our approach. In contrast,
we use an online approach to model the
current attack situation.
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CONCLUSION
In this paper, we demonstrated the
applicability of online alert aggregation
approach. Component and runtime creation
delay are well suited for an online
application. In this paper, by using three
benchmark data sets the reduction rates are
extremely low with the number of missing
meta-alerts which are demonstrated here. The
amount of data could be reduced
substantially in all cases. The instance
detection rate is very high although there are
situations that described are especially
clusters that are wrongly split. Only very few
attack instances were missed.
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