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ABSTRACT:
In present paper, discussed with the cloud computing requirements for access control, migration, security, data
availability, trust issues and sensitive information.
Beside this reviewed the algorithms used in the cloud computing for load balancing; weighted active monitoring
load balancing algorithm, dynamic load balancing, static algorithms, dynamic algorithms, ant colony optimization
algorithms, and load balancing in distributed systems
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INTRODUCTION:

Cloud computing is Internet based computing,
whereby shared resources, software and
information are provided to computers and other
devices on-demand, like a public utility. [1]
As cloud computing is in its evolving stage, so
there are many problems prevalent in cloud
computing [2][4].
Such as:
I. Ensuring proper access control (authentication,
authorization, and auditing)
II. Network level migration, so that it requires
minimum cost and time to move a job
III. To provide proper security to the data in
transit and to the data at rest.

IV. Data availability issues in cloud
V. Legal quagmire and transitive trust issues
VI. Data lineage, data provenance and
inadvertent disclosure of sensitive information is
possible And the most prevalent problem in
Cloud computing is the problem of load
balancing. Further, while balancing the load,
certain types of information such as the number
of jobs waiting in queue, job arrival rate, CPU
processing rate, and so forth at each processor, as
well as at neighboring processors, may be
exchanged among the processors for improving
the overall performance. For this purpose various
types of algorithms have been proposed and in
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this paper we have tried to find the problems in
the existing algorithms on the basis of some
common criteria which we have termed as
metrics [3]. The following figure 1 [4] shows the
issues which are existing in cloud computing and
we can see that the issues of performance,
availability etc. are due to lack of proper load
balancing algorithms.

Load Balancing in Cloud Computing
Load balancing is a relatively new technique that
facilitates networks and resources by providing a
maximum throughput with minimum response
time [6]. Dividing the traffic between servers,
data can be sent and received without major
delay. Different kinds of algorithms are available
that helps traffic loaded
between available servers [5]. A basic example of
load balancing in our daily life can be related to
websites.
Without load balancing, users could experience
delays, timeouts and possible long system
responses. Load balancing solutions usually
apply redundant servers which help a better
distribution of the communication traffic so that
the website availability is conclusively settled [6].
Algorithms in load balancing
1.
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The ‘Weighted Active Monitoring Load
Algorithm’ is implemented; modifying the Active
Monitoring Load Balancer by assigning a weight
to each VM as discussed in Weighted Round
Robin Algorithm of cloud computing in order to
achieve better response time and processing
time.[7]
2. Dynamic Load Balancing
Algorithms:
The three methods are:
• SA - Simulated Annealing: We directly
minimize the above cost function by a process
analogous to slow physical cooling.
• ORB - Orthogonal Recursive Bisection: A
simple method which cuts the graph into two by a
vertical cut, then cuts each half into two by a
horizontal cut, then each quarter is cut vertically,
and so on.
• ERB - Eigenvector Recursive Bisection: This
method also cuts the graph in two then each half
into two, and so on, but the cutting is done using
an eigenvector of a matrix with the same sparsity
structure as the adjacency matrix of the graph.
The method is an approximation to a
computational neural net. [8]

Static algorithms
Static algorithms divide the traffic equivalently
between servers. By this approach the traffic on
the
servers will be disdained easily and consequently
it will make the situation more imperfectly. This
algorithm, which divides the traffic equally, is
announced as round robin algorithm. However,
there were lots of problems appeared in this
algorithm. Therefore, weighted round robin was
defined to improve the critical challenges
associated with round robin. In this algorithm
each servers have been assigned a weight and
according to the highest weight they received
more connections. In the situation that all the
weights are equal, servers will receive balanced
traffic [9].
Dynamic algorithms
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Dynamic algorithms designated proper weights
on servers and by searching in whole network a
lightest
server preferred to balance the traffic. However,
selecting an appropriate server needed real time
communication with the networks, which will
lead to extra traffic added on system.
In comparison between these two algorithms,
although round robin algorithms based on simple
rule, more loads conceived on servers and thus
imbalanced traffic discovered as a result [9].
Ant colony optimization algorithms
Genetic Algorithms (GA) have been used to
evolve computer programs for specific tasks, and
to design other computational structures. The
recent resurgence of interest in AP with GA has
been spurred by the work on Genetic
Programming (GP). GP paradigm provides a way
to do program induction by searching the space
of possible computer programs for an individual
computer program that is highly fit in solving or
approximately
solving the problem at hand[10,11]. The genetic
programming paradigm permits the evolution of
computer programs which can perform
alternative computations conditioned on the
outcome of intermediate calculations, which can
perform computations on variables of many
different types, which can perform iterations and
recursions to achieve the desired result, which
can define and subsequently use computed values
and subprograms, and whose size, shape, and
complexity is not specified in advance. GP use
relatively low-level primitives, which are defined
separately rather than combined a priori into
high-level primitives, since such mechanism
generate hierarchical structures that would
facilitate the creation of new high-level
primitives from built-in low-level primitives [1214].
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1. The first ant finds the food source (F), via
any way (a), then returns to the nest (N),
leaving behind a trail pheromone (b)
2. Ants indiscriminately follow four possible
ways, but the strengthening of the runway
makes it more attractive as the shortest
route.
3. Ants take the shortest route; long portions of
other ways lose their trail pheromones.

Load Balancing in Distributed Systems
Distributed system load balancing is still an
active area of research in which load balancer
attempts to improve the performance of a
distributed system by using the processing power
of the entire system to smooth out periods of high
congestion at individual nodes [15,16], this is
done by transferring some of the workload of
heavily loaded nodes to other nodes for
processing. Decisions on how to balance loads
among the nodes are either static [17-20] or
dynamic [21-26]
CONCLUSIONS:
In present paper, discussed with the cloud
computing requirements for access control,
migration, security, data availability, trust issues
and sensitive information. The algorithms used in
the cloud computing for load balancing, this
information might be useful in the research
associated with cloud computing
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